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ABSTRACT: Because it provides authentication and security services, a Certificate Authority (CA)
is an essential component of the Internet and wired networks that use Public Key Infrastructure (PKI).
In MANETS (wireless and ad hoc), a central CA cannot provide this level of security. A Distributed
Certificate Authority (DCA) has recently been investigated as a solution to simplify the use of CAs in
MANETS for wireless and ad hoc networks. This essay discusses numerous distinct DCA protocols
and categorizes them according on their features and requirements. The best DCA security services
are recommended at the end of the paper based on their success and quality of security.

Keywords: Component; Certificate Authority; Key management; DCA; Distributed Certificate

Management

1. INTRODUCTION

MANETs are created through the wireless
connectivity of mobile devices. Mobile Ad hoc
Networks (MANETS) have several
shortcomings, including the lack of a centralized
topology, poor performance, and restricted
portability. As a result of these constraints,
developing robust and resilient networks
capable of withstanding numerous sorts of
attacks is a difficult undertaking. Using a
trustworthy intermediate for user authentication
and including Certification Authorities (CAS) as
a strong component of Public Key Infrastructure
(PKI) within Mobile Ad hoc Networks
(MANETS) is seen as a smart technique for
enhancing network security. Unfortunately,
certificate authorities (CAs) are vulnerable to
security breaches, allowing bad actors to exploit
vulnerabilities and then use the node's private
key to carry out attacks and authenticate
certificates.

The classification of a node as a CA is a
plausible proposition, but there are additional
difficulties connected with this technique that
are inextricably linked to the presence of the
node. The removal of the CA node from the
MANET will have a substantial impact on the
overall network. Furthermore, because of its

isolated position as a standalone node, this
system is vulnerable to potential attackers,
making it an ideal target for attacks. Anderson
et al. proposed an innovative technique to
addressing availability by allocating CAs to
nodes on a regular basis. While this strategy
appears to offer a potential solution to the
availability problem by ensuring adequate
network functioning with just one node in the
MANET, it may become unstable when nodes
seek to identify one another within the network.
Implementing a Distributed  Certificate
Authority (DCA) is one such approach. Section
2 introduces the notion of Dynamic Channel
Assignment (DCAs) in Mobile Ad hoc
Networks (MANETS). Section 3 examines
Threshold Cryptography, whereas Section 4
gives a comparative examination and
categorization of several types of Differential
Cryptanalysis Attacks (DCAs). Section 5
proposes a DCA system that is thought to be best
for MANETS.
2. DISTRIBUTED CERTIFICATE
AUTHORITY

When the private key of the Certificate
Authorities (CAs) is distributed among the
network nodes, the system is referred to as a
Distributed Certificate Authority (DCA). To



384

authenticate the signatures signed by
Certification Authorities (CAs), which are
individuals required to participate in the process
of issuing and verifying signatures, each node
within the Mobile Ad hoc Network (MANET)
will have access to the CAs' public key. The
recommended method specifies a specific limit
for the maximum number of stockholders
permissible. Table 1 compares the differences
between a Distributed Certificate Authority
(DCA) and a conventional Centralized
Certificate Authority (CCA). The table provides
an analysis of the potential consequences of
migrating to a distributed model on security,
availability, and reliability levels.

Table 1. A Study of Cyclic Coordinate Descent
(CCD) and Deterministic Coordinate Ascent
(DCA).

CCA DCA

Availability LOW HICH
Security HIGH LOW
Performance HICH LOW
Scalability HIGH LOW
User Mobility HIGH

DCA Mobility LOW HICH
Validity of Certificate HIGH LOW

Partially Distributed Certificate Authorities
(PDCA) and Fully Distributed Certificate
Authorities (FDCA) are two MANET-specific
DCA:s.

Every node in the FDCA acts as a shareholder
and has the power to create certificates. Because
a single attacker may acquire access to the
network and subsequently target several nodes,
FDCA is vulnerable to potential attacks and
consequent destruction. As indicated by Dhillon
et al., this issue can be resolved by providing a
powerful Intrusion Detection System (IDS)
capable of effectively identifying hacked nodes.
The certificates can also be given a restricted
duration, rendering them useless when they
expire. It is crucial to find a balance between
security and performance issues when
establishing an acceptable expiration duration.
When providing extended certificate expiration
periods, security may be jeopardized. However,
repeated prolongation of these durations may
result in an excessive flow of data via the
network, possibly resulting in overheating.

The secret is shared across all network nodes in
a Fully Distributed Certificate Authority
(FDCA). with contrast, with a Partially
Distributed Certificate Authority (PDCA), just a
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fraction of nodes is responsible for certificate
generation. In a PDCA, a node can combine
multiple shares from this subset to obtain a valid
certificate. A server with high computational
capability performs the process of selecting
nodes for secret sharing. Both systems have
shortcomings, with accessibility emerging as a
major worry. It is difficult to ensure the
simultaneous availability of all nodes selected
for secret sharing. Furthermore, there are
worries about performance and node suitability,
which are determined by a variety of parameters
such as network size, security level, and
architecture.

Table 2. Comparison between PDCA & FDCA

PDCA FDCA

Security Higher than FDCA LOW
Availability Lower than FDCA HICH
Scalability HIGH LOW
Mobility Support LOW HICH
Network Size Large Small
IDS Monitoring Not required Required
Secret Updates Multicast Broadcast

3. SECRET SHARING

A Distributed Certificate Authority allows a
small number of nodes to work together on
digital signature and certificate production. In
threshold cryptography (TC), a (k, n) threshold
divides a CA's certificate into n pieces. The
certificate can be found by kn shareholders
using their shared key, but k-1 or fewer cannot.
Even if the offender discovered the shared secret
of less than k shareholders, they would be
unable to obtain the certificate using this
approach. If the opponent finds more than k, this
strategy will fail. To keep the sharing secret,
new shares must be given on a regular basis.

4. SECRET SHARE UPDATING
Attackers can gain access to the entire network
if they discover and compromise k shareholders
in a particular time frame. It implies that
shareholders  should be updated at
predetermined intervals rather than employing
ostensibly secure shared secret dividing
approaches. Changing the confidential key is
unnecessary in this scenario. Between time
periods, attackers must obtain the information of
k shareholders. Intervals between updates have
an impact on network security and functionality.
As a result, shorter time intervals may generate
network congestion, whereas longer time
periods may risk security.
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Figure 1. CA Certificate Hierarchy Distributed
5. DISTRIBUTED CERTIFICATE
AUTHORITY CATEGORIES
DCAs are classified into six types in Figure 1.
Clustering can help to solve ad hoc network
performance and scalability problems. Instead
of the entire network, file storage on nodes
having cluster node certificates can be
decreased. Combining nodes decreases network
strain and improves certificate management.
Clustering based DCA schemes
Chaddoud et al. proposed a cluster-based DCA
in which network shareholders, known as
Cluster Heads (CH), distribute certificates.
Before joining the network, a new cluster head
must be signed using the shared private key to
ensure that none of the single cluster heads are
aware of the DCA. The DCA's share is
requested by the new node. Any cluster master
who agrees will sign the key and share it with
the entering node. After receiving their shared
keys, nodes can request the full certificate.

Rao et al. proposed an alternative cluster-based
DCA .Repository, client, and server are the three
types of network nodes. In this arrangement,
nodes are grouped together. Some nodes from
each cluster are selected as repository nodes,
and then server nodes are selected using them.
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When new nodes join the network, they must
inform the Registration Authority. The
Registration Authority searches for server
nodes. The certificate is signed and returned to
the Registration Authority section, which issues
it to the new node.

Because the registration authority component
relied on another wired network, this strategy
failed. To respond to changes in MANET
architecture, this system takes node mobility
into account.

Finally, Elhdhili et al. provided a (k, n)
threshold, an RSA-signed certificate to cluster
chiefs, complete distribution, and clustering.
Administrator, cluster chief, and cluster member
nodes are used in this technique.

For node migrations, Lee et al. proposed a
partially distributed certificate authority. This
strategy is scalable because to mutual
authentication between nodes. Despite larger
transmission sizes, certificate production is
faster with this architecture. We believe that the
number of network nodes has no effect on
certificate generation because certificates are
generated by existing network members and are
not stopped by new nodes joining the cluster.
Table 3 DCA traits that are clustered
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Routing-based DCA
It is simplest to broadcast certificate messages
over the network. Unicast message transmission
adds overhead and reduces MANET
performance, hence DCA techniques should
avoid it. There are reactive, proactive, and
hybrid unicast DCA approaches.
One of Xia et al.'s routing-based DCAs employs
identity-based FDCA, which is preferable for
MANETS due to lower network overhead. Sen
et al.'s Mobile Certificate Authority (MOCA)
protocol was more reliable and successful than
Rao et al.'s, however this approach is based on
proactive routing.

Table 4. Route-based DCA characteristics
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Routing protocol Security Optimization
Proactive Routing Utilize route cache Use Unicast

Reactive Routing

Change routing packe

Self-Initializing Protocol

MANETs have significant challenges with
initialization and startup.  Self-initialized
systems require SIPs to commence security
duties and provide certificate authority upon
launch. Ge et al. proposed a more scalable,
inexpensive, and secure self-initiated DCA. All
DCA-required attributes and parameters,
including member count and threshold settings,
will be established using this method.

Kang et al. proposed yet another Self-Initialized
DCA (SDCA) approach that validates partial
key-distributing nodes with the help of a system
authority section.

Mobility Supported Schemes

Because certificate manufacturing necessitates a
sufficient number of nodes, node mobility and
availability have an impact on DCA operations.
The sections that follow explain mobile node
accounting strategies.

Pereira et al. proposed a mobility-aware
technique for a DCA system that allows it to
adapt to its members while ensuring availability
and dependability. Joshi and colleagues
recommended introducing node shares. Certs
can be generated with fewer nodes.

(o] (o] (o]

Figure 3. Plans for Mobility Hierarchy.
Security-aware Schemes
Certain DCA systems are resistant to MANET
assaults. Zhou et al. proposed multiple key
cryptography DCA. Rajam and co. To prevent
attacks, Zeb, Dhabi, and Chaudhry provide a
complete certificate update technique. Figure 4
depicts DCA system security techniques.

6. REVISED DCA SYSTEM

After researching an effective MANET
Certificate Authority, MANETs require a
powerful, secure, and efficient DCA system.
Chaddoud et al. presented a DCA system. The
next sections go through these components in
greater depth and highlight important system
development considerations.
Availability
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MANET must be accessible to all shareholder
network endpoints. A robust MANET should
address node mobility and availability issues
while also ensuring that there are enough
shareholders to issue certificates..
Reliability
Because of node mobility and wireless
communication, MANETS are unreliable.
Security
It is critical for MANET security to avoid a
single point of failure. This is accomplished
through the use of certificate updates and secret
sharing.

Figure 4. DCA security precautions.
Efficiency
MANETSs struggle with capacity, scalability,
and wireless data transfer. The development of
a powerful DCA system necessitates careful
consideration of these components..
Fault tolerant
A well-designed DCA system must ensure that
each MANET component reliably fulfills its
predefined functions. Some monitoring and
control systems are required to detect network-
wide flaws.
Node Mobility
A DCA system is required in ad hoc networks
with many mobility modes. Client mobility
within and among clusters is one of them.
Movement of repository nodes within or
between networks is another type of mobility.
Self-initialization
This section can be viewed from two
perspectives. First, create an automated system
to support all DCA duties, and then create a
self-initialization system to ensure the DCA
functions properly when the network is
powered on.
Coordination with network and integration
A DCA system built on an ad hoc network
must support all wireless networking protocols,
particularly those utilized in ad hoc networks..
Scalability
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MANET proliferation will have a negative

impact on network dependability and security.

There are numerous approaches to growing

DCA systems in MANETS that are free of

difficulties and constraints.

Independence

MANETSs, like all other topologies, must be

independent of wired networks since distributed

topologies such as ad hoc networks may cause
problems.

Storage efficiency

Avoid space worries by selecting a data format

that meets the space requirements for public key

infrastructure encryption and decryption.
7. CONCLUSION

Because of their importance, MANETS can be
protected in a variety of ways. Certificate
Authorities provide a significant security risk in
MANETs. PKI can build a secure ad hoc
network that is as secure as wired networks. This
study suggests that PKI components be adapted
for wireless networks with various distributed
certificate authority. This classification aids in
the clarification of concepts and the resolution
of unsupported or diffused situations.
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